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II. The main results of the thesis 

1. A new type of highly practical collective digital signature scheme has been 

proposed, that is, a representative collective digital signature. There are two types of 

representative collective signature schemes: i) Collective digital signatures for signing 

groups and ii) Collective digital signatures for signing groups and individual signings. 

2. Four representative collective digital signature schemes have been built based on 

discrete logarithmic problems: On a finite prime field (2 schemes); On Elliptic curve 

using standard ECDSA (2 schemes). 

3. Four representative collective digital signature schemes have been built based on 

a new difficult problem, the problem of finding the modulo roots of large prime 

numbers, with prime modulos with different special structures: 𝑝 = 𝑁𝑡0𝑡1𝑡2 + 1 (2 

schemes) and 𝑝 = 𝑁𝑘2 + 1 (2 schemes). 

4. Proposed and built four collective digital signature schemes representing 2 

components based on discrete logarithmic problems: On a finite prime field (2 schemes); 

On Elliptic curve using the standard GOST R34.10-2012 (2 diagrams). 

5. Two representative collective digital signature schemes have been proposed 

based on two difficult problems at the same time: The problem of analyzing large 

integers into prime factors and the problem of discrete logarithms on prime finite fields, 

using Schnorr’s signature standard. 

III. The scientific contributions of the thesis 

The scientific contributions of the thesis include: 

a. Detecting and schematizing two authentication requests based on digital 

signatures is quite common in today's practice. These are: i) Authentication is 

performed for different groups of members, each group consists of many members, in 
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which one person acts as the group leader, and ii) Authentication is performed for many 

groups of members and many members. different single tablets. 

From there, a new type of collective digital signature - "representative collective 

digital signature" - is proposed with high practicality and urgency. There are two types 

of representative collective digital signature scheme: i) Collective digital signature 

scheme for signing groups and ii) Collective digital signature scheme for signing groups 

and individual signings. These schemes are formed based on the combination of 

advantages of group digital signature scheme and collective digital signature scheme, 

so its advantages and applicability are quite high. 

b. The research results show that it is possible to: i) Use one difficult problem or 

use two difficult problems simultaneously, such as IFP, DLP, ECDLP, PFRM (A New 

Difficult Problem), etc. and ii) Based on popular digital signature standards and 

standard digital signature schemes, such as: Schnorr, DSA, ECDSA, GOST R34.10-

2001, etc. to build representative collective numerical schemes proposed in this thesis. 

This also proves that the usability, security and feasibility of the digital signature 

schemes proposed here are recognisable and reliable. 

c. The operating principle of the proposed digital signature schemes proves that 

these schemes can be deployed on existing PKI infrastructures. Users still use the 

private key and public key pair to participate in the collective digital signature-based 

authentication system but still ensure the secrecy and privacy of the asymmetric key 

pair they own. 

Thus, the research results of the thesis have contributed to the community two 

new types of collective digital signature schemes that are practical, relevant and highly 

applicable. The thesis has also published specific digital signature schemes of the two 

proposed schemes. The mathematical basis, correctness, security and computational 

performance of these schemes have also been shown. 

IV. Practical applicability 

The operating principle of the proposed digital signature schemes proves that these 

schemes can be deployed on existing PKI infrastructures. Users still use the private key 

and public key pairs to participate in the collective digital signature-based authentication 

system but still ensure the secrecy and privacy of the asymmetric key pair they own. 

PhD student believes that the results published in this thesis can be fully applied in 

practice, meeting the authentication requirements for a collective of many functional 

levels and information exchange applications in today's cyberspace. 

V. Further research directions 

In the future, the PhD student will continue to research and develop the thesis in the 

following specific directions: 

 Research to propose a new type of difficult problem that can be used to build a 

representative collective digital signature scheme and some other types of digital 
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signature schemes such as group digital signatures, collective digital signatures, 

collective digital signatures, etc. 

 Research to build authentication applications based on representative collective 

digital signature scheme that can support collective, certificate requirements, of many 

problems with different authentication requirements in practice. 

 Deploy authentication and authentication applications based on representative 

collective signatures on existing PKI infrastructure. 

Through the research on representative collective digital signatures, with the results 

achieved up to now, the researcher has sufficient grounds to believe that further research 

directions will also yield positive results. 

 

  Da Nang, November 25, 2022 

 Science Instructors PhD Student 

             (surrogate) 
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